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Abstract—Anomaly detection in dynamic graphs is essential
for identifying malicious activities, fraud, and unexpected
behaviors in real-world systems such as cybersecurity and power
grids. However, existing approaches struggle with scalability,
probabilistic interpretability, and adaptability to evolving traffic
patterns. In this paper, we propose ADAPTIVE-GRAPHSKETCH,
a lightweight and scalable framework for real-time anomaly
detection in streaming edge data. Our method integrates
temporal multi-tensor sketching with Count-Min Sketch
using Conservative Update (CMS-CU) to compactly track
edge frequency patterns with bounded memory, while
mitigating hash collision issues. We incorporate Bayesian
inference for probabilistic anomaly scoring and apply
Exponentially Weighted Moving Average (EWMA) for adaptive
thresholding tuned to burst intensity. Extensive experiments
on four real-world intrusion detection datasets demonstrate
that ADAPTIVE-GRAPHSKETCH outperforms state-of-the-art
baselines such as ANOEDGE-G/L, MIDAS-R, and F-FADE,
achieving up to 6.5% AUC gain on CIC-IDS2018 and up to 15.6%
on CIC-DDo0S2019, while processing 20 million edges in under
3.4 seconds using only 10 hash functions. Our results show that
ADAPTIVE-GRAPHSKETCH is practical and effective for fast,
accurate anomaly detection in large-scale streaming graphs.

Index Terms—Anomaly Detection, Streaming, Real-time,
Dynamic Graphs, Edge Streams, Tensor Sketching

I. INTRODUCTION

Dynamic graph data is increasingly prevalent in real-time
systems such as cybersecurity, social media, power grids,
and fraud detection [1]-[3]. These systems generate massive,
high-velocity streams of edges, representing relationships
between nodes, and often exhibit evolving topologies and
complex structural patterns. Detecting anomalies in such
settings is critical for identifying unusual patterns.

However, many graph anomaly detection techniques, such
as personalized random walks [4], matrix factorization [5], and
snapshot aggregation [2], [6], struggle in streaming settings.
They often require storing the full adjacency matrix or
computing costly subgraph statistics, incurring high memory
and latency, and lack adaptability to rapid network changes
and interpretable, probabilistic outputs [3].

In this paper, we propose ADAPTIVE-GRAPHSKETCH,
a lightweight, streaming anomaly detection framework that
runs in real time without storing the full graph. Our
method integrates temporal multi-tensor sketching [7] with
Count—Min Sketch with Conservative Updates (CMS-CU) [8]
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to compactly track edge frequencies in bounded memory,
while mitigating collisions. To enhance the detection of
fast-changing anomalies, we incorporate Bayesian posterior
scoring for uncertainty-aware and Exponentially Weighted
Moving Average (EWMA) smoothing [9] for dynamic
thresholding. The EWMA parameters are adaptively tuned
based on burst intensity (i.e, edge spikes per time windows)
to handle concept drift and volatility in graph streams.
Unlike sketch-based baselines such as MIDAS-R [1] and
F-FADE [6], which lack probabilistic reasoning and struggle
under rapidly evolving networks, ADAPTIVE-GRAPHSKETCH
provides a unified real-time pipeline with Bayesian scoring
and EWMA-based dynamic thresholding. To the best of
our knowledge, it is the first edge-level streaming detection
framework to combine these components into a probabilistic
model with mathematically justified threshold adaptation.
The key contributions of this work are:

o Real-time framework wusing temporal multi-tensor
sketching to compactly track edge frequencies with
bounded memory.

o Collision-mitigated  frequency  estimation
Count-Min Sketch with Conservative Updates.

o Uncertainty-aware detection via Bayesian posterior
scoring coupled with EWMA adaptive thresholding.

o Extensive experiments on four large datasets.
ADAPTIVE-GRAPHSKETCH is competitive on DARPA
and ISCX-IDS2012, and achieves up to +6.5% AUC
(CIC-IDS2018) and +15.6% (CIC-DD0S2019), while
processing 20 million edges in under 3.4s with 10 hash
functions, demonstrating strong detection accuracy and
runtime efficiency.

using

Reproducibility: Our code and datasets are available at

https://github.com/EkleTony/Graph—-Sketch.

II. RELATED WORK

In this section, we review existing methods for detecting
anomalies in dynamic graphs. We group prior work into three
main categories based on their algorithmic strategies. For
broader coverage, we refer readers to [3], [13].

Edge Stream Methods: SEDANSPOT [10] detects sparse
anomalies based on occurrence patterns; PENMINER [11]
captures persistence in edge updates; F-FADE [6] uses



TABLE I
OUR METHOD VS. BASELINES: COMPARISON OF GRAPHSKETCH WITH
PRIOR DYNAMIC GRAPH ANOMALY DETECTION METHODS.
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Real-time detection™® v v oV
Edge anomalies v v v v v v v
Temporal Tensor Sketching v
Adaptive Bayesian Scoring v
Uncertainty modeling v
Memory-efficient v v Vv
Sudden edge changes v v v v v v

*Real-time = processing 20M edges within 10 seconds.

likelihoods estimation for frequency patterns; MIDAS-R [1]
combines CMS with chi-squared for scoring. These methods
lack probabilistic reasoning, struggle with bursts, and are
computationally expensive. We address these via multi-tensor
sketching, Bayesian inference, and adaptive thresholding.

Probabilistic Sketch Methods: CMS [8] is widely used
for scalable frequency estimation. RHSS [14] applies it to
edge attributes; ANOEDGE [12] uses higher-order sketches;
DECAYRANK [15] adds temporal decay to PageRank;
ADAPTIVE-DECAYRANK [4] adds Bayesian updates and
dynamic thresholds. Despite good memory use, these
methods [1], [12], [14], [15] rely on fixed thresholds and lack
uncertainty modeling, limiting performance on high-frequency
edge streams. In contrast, ADAPTIVE-GRAPHSKETCH unifies
3D tensor sketching with CMS-CU, Bayesian scoring, and
dynamic thresholding for real-time adaptation.

Matrix Factorization Methods: DENSESTREAM [2]
incrementally detect dense subtensors; EDGEMONITOR [16]
model edge transitions with first-order Markov chains;
MULTILAD [5] uses spectral decomposition for subgraph
anomalies. While effective offline, these methods are costly
and unsuitable for real-time settings. In contrast, our
method avoid global recomputation and use bounded-memory
summaries for efficient real-time edge anomaly detection.

As summarized in Table I, our method is the first to unify
temporal sketching, conservative updates, Bayesian scoring,
and adaptive thresholding in a single real-time pipeline.

III. PRELIMINARIES AND PROBLEM DEFINITION

Let G = (V, E) be a dynamic graph with edge stream E =
{ei}, where e; = (u;,v;,t;) denotes an interaction from w; to
v; at time ¢,. Table Il summarizes the notation used throughout.

DEFINITION 1. (EDGE-LEVEL ANOMALY): An edge
anomaly occurs at time ¢ when the observed frequency of an
edge (u,v) significantly deviates from its historical average.
Given time window ¢ > 1 and threshold « > 0, the score is:
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TABLE I
SUMMARY OF NOTATIONS USED IN ADAPTIVE-GRAPHSKETCH

Symbol Definition

e = (u,v,t) Edge from node u to v arriving at time ¢.

a, s Observed and Cummulative frequency of edges.

f (z) Estimated frequency of item z via CMS-CU.

hi(z), v; Hash function of x and Counter value in sketch row 4.
Cb(t; Value in sketch at row ¢, column j, time ¢.

Su., Sy Hash-based sketches of nodes w and v.

w, o2 Expected frequency & Variance under normal behavior.
A =p+¢6  Mean under anomaly assumption.

47124 = 402 Increased variance under anomaly.

A Weight for smoothing past and current stats.

5t Smoothed cumulative frequency at time ¢.

v Decay factor (0 < v < 1).

X, Tt Anomaly score and Dynamic threshold at time ¢.

« EWMA smoothing constant (0 < o < 1).

Uty Ot Mean and Std. deviation of X scores up to t.
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Fig. 1. Edge anomalies over two steps (¢, t+1): (a) sudden bursts in edge
activity and emerging microclusters as G¢ — Gy1; (b) edge frequencies
deviating from historical trends, with spikes at t=5, 8 suggest cyberattacks.
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where a is the observed freq. at time ¢ and s its history. In
Fig. 1, edge anomalies appear as sudden bursts (e.g., u —
{v1,...,vm}), while spikes at t=>5, 8 indicate unusual surges.

A. Count-Min Sketch (CMS)

CMS [14] is a probabilistic structure for estimation with a
2D counter array and d hash functions. For item z,

Anomaly Score(e, t) =

()]

. d
f(a) = minCM; p, ). (2)
CMS achieves sublinear memory usage but suffers from
overestimation due to hash collisions [17].

B. CMS with Conservative Update (CMS-CU)

CMS-CU [8] improves upon CMS [14] by reducing
collision errors and updating only the counters at the current
minimum value. For edge (u,v), we maintain two sketches:
CMS-CU,,, for the current window and CMS-CUyyy, for the
cumulative. For z, let v; be the counter at h;(x), updated as

v, <—v; +1ifv; = min?:1 v;. The frequency estimate is:

d
f(&) = minCMS-CU, o). 3)



C. Tensor Sketching

Tensor Sketching [7] generalizes pairwise edge tracking to
higher-order interactions. For edge (u,v, ),

f(k) (¢) = FFT~!(FFT(S,,) o FFT(S,)),

uv

(C))

with §,,8, the sketches of w,v and o element-wise
multiplication. We avoid FFT (Fast Fourier Transform) by
updating a 3D CMS for real-time, and efficient edge tracking.

D. Bayesian Anomaly Scoring

Bayesian inference [18] combines prior beliefs with data
to estimate event likelihoods. We apply it to compute edge
interactions and uncertainty-aware scores. The posterior is

P(a | Anomaly) - P(Anomaly)
P(a) ’

where a is the observed frequency and # the historical data.

P(Anomaly | a,H) = (5)

E. Problem Statement

Given edge stream E = {e; = (u;, v;,1;)}, the task is to
assign each edge an anomaly score from historical deviations.
An edge is anomalous if its score exceeds a dynamic threshold
« adapting to balance sensitivity and false positives (Figure 1).

PROBLEM 1. Given a streaming graph E, compute an
anomaly score for each edge e = (u,v,t) by comparing
its frequency with historical behavior. Higher scores indicate
anomalous edges, such as rare spikes or bursts of interactions.

IV. METHOD

In this section, we present our ADAPTIVE-GRAPHSKETCH
approach, illustrated in Figure 3. The key innovations are:

« Multi-layer tensor sketch: A compact 3D sketch S €
R¥*wXW encodes edge frequencies via hash layers.

+ Frequency Estimation: 3D CMSCU estimates counts
over (d,w, t,,) while reducing overestimation.

o Temporal Decay and Pruning: Applies exponential
decay () and sliding window to focus on recent activity.

« Bayesian Scoring & Thresholding: Computes the
posterior score with an EWMA threshold 7, = u; + koy.

Edge Stream Input 3D Tensor Sketch Hashing
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Fig. 2. Multi-Layer Tensor Sketch Overview. An edge (u, v, t) is hashed by
hi,ha, ..., hg, each h; mapping it to a bucket j in the i-th sketch layer. Time
is discretized into bins via by = [¢/A]. The 3D tensor S[¢][;][b¢] is updated
using CMS-CU, where only the min counter across layers is incremented.
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A. Multi-Layer Tensor Sketching

To approximate evolving edge behavior, we use a 3D tensor
sketch S € R¥>*“*W that encodes frequency dynamics via
hash projection and time-aware indexing. Building on prior
tensor sketching for high-dimensional approximation with
randomized hashing [7], we introduce a third axis for time
indexing ¢,,. The sketch captures dynamics across d hash rows,
w buckets, and W time bins with bounded memory. Figure 2
illustrates edge (u,v,t) € £ projected into the 3D tensor.

We define a dynamic graph as a sequence of timestamped
edges (u,v,t) € €. The evolution is modeled by dividing the
timeline into intervals A, assigning each edge to a time bin

bt:L£J7 bt€{17"'7W}a (6)

where ¢ is the edge timestamp, A the bin width, and W the
number of active bins in the tensor sketch & € R¥*w*xW,

We use a family of d pairwise-independent hash functions
{h1,h2,...,hg}, where each h; : Nx N — {1,2,...,w}
maps an edge (u,v) to a bucket in the i-th row. The sketch
cell S8[i, h;(u,v), by] stores the frequency of (u,v) in bin b;.

Each edge arrival (u,v,t), triggers a hash-based projection
into all d rows of the tensor sketch by updating:

S[i, hi(u,v),by] < S[i, hi(u,v),b] + 1,

fori=1,...,d.
We adopt the CMS-CU [8], where only sketch counters with
minimum value {S[j][h;(x, v)][bt]}le are incremented.

If S{il{hi(u, v)][bi] = min S{7]{h; (u, v)][be];

@)

®)

where h;(u, v) is the i-th hash mapping edge (u,v) to a sketch
column, and b; L%J the current time bin for timestamp ¢.
The estimated frequency of edge (u,v) in the current bin is:

(1) = i S i), )], ©)

where d,,(t) is the estimated edge count in time bin b;.
To maintain long-term context, we define the cumulative
frequency 8, (t) of edge (u,v) up to b; as:

by
Sun(t) =) (k). (10)
k=1
Unlike traditional 2D adjacency matrices X € R4*%, which
lack temporal granularity and grow with graph size, our 3D
sketch 8 € R¥>*“*W maintains fixed memory O(dwW) and
supports real-time edge tracking in sublinear space. Edge
updates run in constant time, O(1).
Algorithm |1 summarizes the edge processing pipeline,
tensor updates, decay, sketching, and frequency estimation.

B. Frequency Estimation with Conservative Updates

We employ CMS-CU [8] as a lightweight data structure for
tracking edge frequencies. For a given edge e = (u, v, t), the
estimated frequency of edge (u,v) at time ¢ is denoted by
Gy (), while the cumulative historical freq. up to t is §y,(1).
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Fig. 3.

Framework of ADAPTIVE-GRAPHSKETCH. The model consist: (1) Edge Inputs: (u, v, ¢) form a dynamic stream. (2) Temporal Binning: Edges

grouped into bins b = |t/A | via hash projection. (3) Multi-Layer Hashing: map edges to multiple hash layers j = h;(u,v), yielding (z, 7, b¢) indices. (4)

3D Tensor Sketch: Tensor S € RéxXwxW

updated with CMS-CU for compact frequency tracking. (5) Decay and Pruning: Applies decay ~ and retains

W recent bins. (6) Bayesian Inference: with EWMA threshold 7 flags anomalies where Score,,+ > 7¢. Output is a ranked anomaly list of edges.

Algorithm 1 AGRAPHSKETCH: Multi-Layer Tensor Sketching
Input: edges (u,v,t), decay v, bin size A, window W
Output: real-time anomaly score per edge (u,v,t)
: Initialize sketch tensor & € RIxXwxW
: for each edge (u,v,t), by + ||
for i =1to d do
j + hi(u,v)
if S[i][j][b:] = min; S[j][h;(u, v)][b;] then
Si][j][b:] = S[il[j][be] + 1
end if
end for
:for b=1to W do
S[i][51[b] <=~ - STi[5][0]
if b, — b > W then S[i][j][b] + 0
12: end if
: end for
: Gy (t)  mind_; S[i][hi(u, v)][b]
: éuv(t) — Zzt:l &uv(k)
: return BayesianScore(dyy(t), Suu(t),t)

> bin index
> CMS-CU update

R AN A R e

> decay + pruning

—_ =
= e

> freq. estimation

To reduce bias from hash collisions, CMS-CU selectively
increments only the counters with the current minimum values:

d
v; —v;+1 if w:mi{wj, (11)
=
The estimated frequency of item z is then:
R d
flz) = m_1{1 CMS-CU; 1, (a)- (12)
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C. Raw Anomaly Score Based on Frequency Deviation

Once the current frequency dy, () and cumulative count
Suv(t) are estimated, we compute a Raw Anomaly Score to
quantify how much recent edge activity deviates from expected
behavior.

Let @ = Gy, (t) and s = §,,,(t). The raw anomaly score is:

5)2
(a—2)-t
s-(t—=1) "
This formulation captures the squared deviation of current
activity from historical average, normalized by variance, and

highlights bursts or drops in edge behavior.

RawScore(u, v,t) = (13)

D. Adaptive Probabilistic Scoring via Bayesian Inference

"

Building on Equation 13, we model the current count a
against historical trends using a Bayesian test. We assume
mean p = s/t and variance o = s/t* under normal behavior.

Anomalous behavior is captured by shifting the mean and
inflating the variance, i.e., ug = p+96, o3 = 4o

1
———exp (— > .14
V2mod
Assuming a fixed prior P(Anomaly) = pg, the posterior
probability is given by Bayes’ rule:

(a — pa)®

P(a | Anomaly) = 202

P(a | Anomaly) - po

P(a) ’
where P(a) = P(a | Anomaly)-po+ P(a | Normal) - (1 —py),
and the posterior yields an adaptive anomaly score for (u,v).

P(Anomaly | a) =

15)



E. Streaming Temporal Decay and Pruning
We apply two temporal mechanisms to emphasize recency
and bound memory: (i) decay and (ii) sliding-window pruning.
a) Exponential Temporal Decay.: Before incoming edges
at time ¢, the sketch tensor S € R4>*“*W s decayed along
the temporal axis to reduce the impact of older interactions.

S[i][5]b] <=~ - Slillj][o], v € (0,1),
Viell,d, jel,w], be[l,W],

(16)

where b indexes the time bin and ~y sets the decay rate. Smaller
~ yield faster forgetting, giving more weight to recent edges.

b) Sliding Window Pruning.: To bound memory, we use
a fixed-size sliding window that keeps only the most recent
W bins (i.e., snapshots). Let b; be the current bin at time ¢,
and b an existing bin. Any bin outside the window is cleared:

If by — b > W = SJi][4][b] « 0 (17)

Pruning operation removes stale slices, frees memory, and

prevents scores from being biased by long-term drift or noise.
Algorithm 2 outlines how the posterior anomaly score is

computed for each edge based on sketch-derived statistics.

Algorithm 2 Bayesian Posterior Anomaly Scoring
Input: Estimated frequency a, cumulative s, time bin ¢
Output: Posterior anomaly score P(Anomaly | a)

1: Compute historical mean: y < 3, variance: 0% =

2

2 Promat = 5tz exp (= 545) > normal likelihood
3 pA s p+ 0
4 0% « do?

‘ 1 (a=pa)?
5 Py < b exp (— 34
6: po < 0.05 > prior/posterior computation
7: P(a) < DPo- Panomaly + (1 - Po) * Prormal

8: return P(Anomaly | a) + %“(‘l";"‘"y

F. Dynamic Thresholding with EWMA and FPR Control

Let X; = Score(u, v, t) be the anomaly score for edge (u, v)
at time ¢. To smooth noise and control false positives, we apply
thresholding EWMA [9]. The smoothed anomaly signal Z, is:

Zt = )\Xt + (1 - )\)th17

Ae(,1, (8

where A\ controls memory decay; larger values emphasize
recent anomalies. The initial value is Zy = X;. The empirical
mean ; and variance o2 of past scores up to time ¢ are:

t t
1 2 1 2
= ;x of =1 ;(Xi — 1t) (19)

The dynamic threshold 7, with £ sensitivity multiplier is:

Tt = it + k- oty (20)
a) Detection Rule.: An edge is anomalous if
Xt > Ty (21)
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b) False Positive Guarantee.: Using Chebyshev’s

inequality [19], the probability of false alarm is bounded as:
1

FPR; < w2 (22)

This guarantee in holds even under non-Gaussian noise.

Algorithm 3 Dynamic Thresholding and Anomaly Detection

Input: Score stream {X;}, smoothing factor A, sensitivity &
Qutput: Anomaly flags per timestamp ¢

1: Initialize Zy < X1, po < X1, 09 <0

2: fort =2to 1 do

3 Zt — )\Xt + (1 — )\)Zt—l > EWMA update
4 Ht, oy < empirical mean/variance of {X;}i_,

5: Tt < [t + kat

6 Flag (u,v,t) anomalous if Z; > 7, else normal

7: end for

8: return anomaly flags

Algorithm 3 implements the full EWMA-based adaptive
thresholding procedure and variance for decision-making.

LEMMA 1 (FALSE POSITIVE CONTROL VIA ADAPTIVE
THRESHOLDING). Let {X;}I_, be anomaly scores with finite
variance, and let ;, o, be the empirical mean and standard
deviation computed up to time t (e.g., over a rolling window
or EWMA-smoothed history). Using the adaptive threshold

Tt:/Lt-f‘k‘Ut (]€>0)7

the false positive rate (FPR) at time t satisfies
1

FPR; = Pr(X; > 7) < =

Proof. We apply Chebyshev’s inequality [19] to the anomaly

score X;, with empirical mean p; and std. o, up to time ¢.
For any k£ > 0, Chebyshev’s inequality guarantees:

(23)

1
PI‘(‘X,L, — [,Lf| Z kO’t> S ?
The upper-tail event {X; > p; + koy} is contained in the
two-sided event {|X; — u:| > k o}, hence

(24)

1

ﬁ7
Therefore, the likelihood of falsely classifying a normal edge
is bounded by Pr(FPR) < 7. This bound holds regardless of

the distribution, provided it is unimodal with finite variance.
O

Pr(Xt > g+ ka,,) < Pr(\Xt — | > kat) <

G. Runtime and Output Tracking

Finally, each detected anomaly is logged as:
(u,v,t,Scoreyyt), if Scorey,: > 74,

Score,,¢ is the anomaly score of edge (u,v) at t. Let N = |&]
be the total edges processed. The average per-edge runtime is

TCXEC

AvgTime =
vgTime N

(25)



where T the total execution time for the entire stream.
Thus, ADAPTIVE-GRAPHSKETCH achieves scalable,
low-latency anomaly detection in high-velocity streams.

V. EXPERIMENTS

We evaluate ADAPTIVE-GRAPHSKETCH for real-time
detection in dynamic graphs, focusing on accuracy, runtime
efficiency, and scalability across diverse graph structures.

TABLE III
DATASET STATISTICS.

Dataset Nodes (|]V|) Edges (|/E|) Timestamps (|7
DARPA 25,525 4,554,344 46,567
ISCX-IDS2012 30,917 1,097,070 165,043
CIC-IDS2018 33,176 7,948,748 38,478
CIC-DDoS2019 1,290 20,364,525 12,224

A. Datasets

We experiment with four intrusion detection benchmarks,
each serving as a testbed for evaluating different anomalies.
DARPA [20] consists of 4.5M IP-IP communications among
25.5K nodes over 46.5K timestamps, offering a rich mix of
attacks and temporal granularity. ISCX-IDS2012 [21] includes
1.1M labeled flows over 165K timestamps, capturing stealthy
infiltration and brute-force. CIC-IDS2018 [22] contains 7.9M
edges among 33.1K nodes over 38.5K timestamps, covering
modern attacks such as botnets, DDoS, and port scans.
CIC-DDo0S2019 [23] contains 20.3M edges, 1.29K nodes,
and 12.2K timestamps, characterized by high edge density
and burst-heavy traffic. Table III summarizes dataset statistics.

B. Experimental Setup

Experiments are conducted on a 13" Gen Intel Core
i9-13900 CPU (24 cores, 5.6 GHz), 32GB RAM, running
Ubuntu 22.04. Our model, implemented in C++, is
compared against state-of-the-art baselines: DENSESTREAM
[2], SEDANSPOT [10], MIDAS-R [!1], PENMINER [I1],
F-FADE [6], and ANOEDGE-G/L [12].

Metrics. We report ROC-AUC (area under the ROC)
and wall-clock runtime. Our method uses a temporal tensor
sketch with decay and EWMA smoothing. Sketch parameters
includes: rows r € [2,10]; columns ¢ € [10,1300] (DARPA
10, ISCX 800, CIC-DD0S2019 1300); decay ~ € [0.95,0.99];
step 0 € [10,15]; EWMA « € [0.65,0.95] (lower for bursty
traffic like DD0S2019, higher for steadier flows like DARPA).

All experiment is repeated 5 times, and we report mean
AUC and I/O runtime to mitigate hash randomness.

C. Accuracy

Table IV presents the ROC-AUC and runtime of
ADAPTIVE-GRAPHSKETCH compared to the established
baselines across four benchmark datasets.

Detection  Performance: ADAPTIVE-GRAPHSKETCH
achieves strong and consistent anomaly detection across all
four benchmarks, with AUC scores of 0.9568 (DARPA),
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0.8761 (ISCX-IDS2012), 0.9923 (CIC-IDS2018), and 0.9993
(CIC-DD0S2019). While not the top performer on DARPA
and ISCX-IDS2012, where ANOEDGE-G/L slightly exceed
its AUC, our method delivers superior efficiency and surpasses
all baselines on large-scale, real-time datasets (CIC-IDS2018,
CIC-DD0S2019), balancing high accuracy with low runtime.

Compared to MIDAS-R, our model improves AUC by
1% (DARPA), 22% (ISCX), 12% (CIC-IDS2018), and 4%
(CIC-DD0S2019). Against F-FADE, gains are 4.3%, 71.8%,
17.7%, and 566%. Over SEDANSPOT, improvements reach
49.3% (DARPA), 51% (ISCX), 190.7% (CIC-IDS2018), and
76% (CIC-DD0S2019). PENMINER records reasonable AUC
(0.872 on DARPA, 0.821 on CIC-IDS2018) but requires
extreme runtime (24+ hours on CIC-DDo0S2019). Owing to
this limitation (as reported in [11] and confirmed in our trials),
its AUC values are adopted from the ANOEDGE paper [12].

In contrast, our model outperforms PENMINER in accuracy
on all datasets (9.7% on DARPA, 6.9% on IDS2018, 34% on
IDS2012) and completes in under 10 seconds. ANOEDGE-G
achieves high AUC (e.g., 0.970 on DARPA) but suffers from
latency (up to 92s on CIC-DDo0S2019), while ANOEDGE-L
is faster yet less stably, with lower AUC (e.g., 0.927 on
CIC-IDS2018). Overall, our method achieves higher AUC on
3 of 4 datasets, demonstrating both precision and robustness.

Running Time: Table IV reports runtimes. Our method is
up to 36x faster than SEDANSPOT and at least Sx faster
than ANOEDGE-G, while maintaining accuracy. F-FADE is
unstable on large datasets, DENSESTREAM is slow on dense
graphs, and PENMINER exceeds 24 hours on DDo0S2019.
Overall, our method delivers a superior speed—accuracy
trade-off, enabling real-time detection in high velocity streams.

D. AUC vs. Running Time

To highlight the trade-off between accuracy and efficiency,
Figure 4 plots AUC against runtime (log scale, seconds)
on four datasets. ADAPTIVE-GRAPHSKETCH consistently
achieves the highest AUC with much lower runtime. Compared
to traditional baselines (e.g., MIDAS-R, SedanSpot, F-FADE),
it is both faster and more accurate, and it outperforms
or matches recent methods (e.g., AnoEdge-G, AnoEdge-L),
showing a better balance of precision and scalability for
real-time edge stream detection in large graphs.

E. Scalability and Robustness

We evaluate ADAPTIVE-GRAPHSKETCH scalability on four
datasets. Figure 5 shows runtime (seconds) as edge volume
grows from 10 to 10 on a log-log scale. A slope-1 line
benchmarks linear growth. Our method scales near-linearly,
processing 1M edges in under 0.52s (0.469s DARPA,
0.464s ISCX, 0.519s CIC-IDS2018, 0.486s CIC-DD0S2019),
confirming efficiency under both light and heavy volume.

We examine runtime sensitivity to the number of hash
functions, a key parameter in sketch models. As shown
in Figure 6, increasing hash rows from 2 to 10 yields
steady, linear runtime growth. Even at full dataset scale (e.g.,
20.3M edges for DDoS2019), processing remains efficient,



TABLE IV
AUC AND RUNNING TIME WHEN DETECTING EDGE ANOMALIES (AVERAGE OVER 5 RUNS)

Algorithm | DARPA Time (s) | ISCX-IDS2012  Time (s) | CIC-IDS2018 Time (s) | CIC-DDoS2019  Time (s)
DENSESTREAM 0.5323 +0.000 25.36 0.551 4+0.000 92.54 0.756 +0.000 5186.9 0.263 99.78
SEDANSPOT 0.6408 £ 0.0025 78.13 0.5807 + 0.0014 10.29 0.3413 £ 0.0341 110.02 0.5679 £ 0.0022 397.40
MIDAS-R 0.9493 + 0.0006 0.203 0.7176 £ 0.0696 0.294 0.8834 £ 0.0011 0.361 0.9625 + 0.0016 0.409
PENminer 0.872 18756 0.530 4680 0.821 36000 — >86400
F-FADE 0.9173 £ 0.0041 132.29 0.5100 £+ 0.0165 42.36 0.8432 £ 0.0038 98.04 0.1499 £+ 0.1178 30.3
ANOEDGE-G 0.970 + 0.001 21.47 0.954 + 0.000 6.6329 0.975 + 0.001 49.538 0.997 £ 0.001 92.85
ANOEDGE-L 0.963 + 0.001 0.277 0.950 + 0.000 0.58 0.927 + 0.035 0.4803 0.998 + 0.000 0.83
aGRAPHSKETCH | 0.9568 + 0.000 2.15 | 0.8761 + 0.000 0.5168 | 0.9923 + 0.000 42006 | 0.9993 £ 0.000 8.948

*All experiments are repeated 5 times. We report the mean + standard deviation of ROC-AUC and the mean runtime in seconds.
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Fig. 4. AUC vs. Running Time (log scale) across four benchmark datasets.

efficiency, outperforming state-of-the-art baselines across most settings.

completing in just 3.36s with 10 hashes. This confirms
robustness and scalability under rising sketch complexity.

FE. Efficiency Analysis

The efficiency of ADAPTIVE-GRAPHSKETCH comes from
its lightweight design that avoids costly operations. Unlike
methods such as random walks [3] and matrix factorizations
[5], our approach processes each edge in constant time
using CMS with conservative updates [8]. Multiple sketches
are compactly stored as time—protocol fensors, preserving
temporal granularity while conserving memory. Anomaly
scores are further smoothed using Bayesian exponential
moving averages. Together with CPU-level vectorization and
pruning, these elements enable real-time detection with linear
scalability, as shown in Figures 5 and 6.

10! 102

Running Time (s, log scale)

ADAPTIVE-GRAPHSKETCH achieves the best trade-off between accuracy and

VI. CONCLUSION

In this papeer, we presented ADAPTIVE-GRAPHSKETCH,
a real-time edge-anomaly detector for dynamic graphs that
leverages tensor-based sketching and Bayesian smoothing.
By integrating Count-Min Sketch with conservative
updates (CMS-CU), exponential decay, and EWMA-based
aggregation, the method achieves robust detection with
sub-second latency and low memory. Experiments across four
intrusion-detection benchmarks dataset shows that our method
outperforms ANOEDGE-G/L, MIDAS-R, PENMINER, and
F-FADE, with up to 4+6.5% AUC on CIC-IDS2018 and
+15.6% on CIC-DDo0S2019, while processing 20M edges
in under 3.4s using 10 hashes. Unlike matrix factorization
or random-walk methods, it supports O(1) per-edge updates
and scales linearly with edge volume and sketch complexity,
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making it suitable for edge/real-time deployments. Future
work includes extending the framework for multi-modal
anomaly detection with content-aware sketches. We also
aim to optimize runtime via parallelization and hardware
acceleration, while addressing temporal drift and heterogeneity
in evolving networks.

Future work: includes extending the framework
multimodal, content-aware  sketches; accelerate  via
parallelization/hardware; and address temporal drift and
heterogeneity in evolving networks.
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