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Abstract—Graph anomaly detection (GAD) has attracted in-
creasing attention in recent years for identifying malicious sam-
ples in a wide range of graph-based applications, such as social
media and e-commerce. However, most GAD methods assume
identical training and testing distributions and are tailored to
specific tasks, resulting in limited adaptability to real-world
scenarios such as shifting data distributions and scarce training
samples in new applications. To address the limitations, recent
work has focused on improving the generalization capability of
GAD models through transfer learning that leverages knowledge
from related domains to enhance detection performance, or
developing ‘“‘one-for-all” GAD foundation models that generalize
across multiple applications. Since a systematic understanding of
generalization in GAD is still lacking, in this paper, we provide
a comprehensive review of generalization in GAD. We first trace
the evolution of generalization in GAD and formalize the problem
settings, which further leads to our systematic taxonomy. Rooted
in this fine-grained taxonomy, an up-to-date and comprehensive
review is conducted for the existing generalized GAD methods.
Finally, we identify current open challenges and suggest future
directions to inspire future research in this emerging field.

Index Terms—graph anomaly detection, transfer learning,
foundation models

I. INTRODUCTION

With the advances in information technology, graph-
structured data has become a ubiquitous data structure in
online services, including social media [11], e-commerce [44],
and autonomous agents [9], [23], [26], [34]. This widespread
usage has led to a significant increase in various malicious
activities, including hacking, spam, and fake news. In order to
identify these anomalous entities and behaviors from graph-
structured data, graph anomaly detection (GAD) has emerged
as an active research topic in recent years. To date, GAD
has been applied to a wide range of domains, including
but not limited to cybersecurity, financial fraud detection,
recommender systems, and social network analysis, where
identifying anomalous patterns is crucial for maintaining sys-
tem integrity and user trust [3], [16], [19], [25], [32], [37].
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Despite the growing popularity of GAD, conventional GAD
paradigm (Fig. 1(a)) usually operate under well-controlled in
vitro settings: On one hand, they typically assume that the
training and testing sets are drawn from the same distribution,
making them hard to transfer to other domains or unseen data;
On the other hand, models are often tailored to a specific GAD
task or scenario, limiting their generalizability across different
application contexts. These assumptions limit the robustness
and flexibility of current approaches in real-world settings,
where GAD models are expected to adapt to varying data
distributions and diverse scenarios [7], [52]. For example, in
the application of fraud detection, where transaction networks
continuously evolve over time, the same-distribution assump-
tion may hinder GAD models from adapting to emerging
fraudulent patterns and distribution shifts. Moreover, in data-
scarce or privacy-sensitive scenarios, such as healthcare and
finance, training a specific GAD model can be challenging
due to limited access to annotated data and strict privacy
constraints [21].

In order to enhance the practicality of GAD and extend its
applicability to more real-world scenarios, a recently emerging
trend is to improve the generalization capability of GAD meth-
ods. One promising research direction is to empower GAD
methods with transfer learning (Fig. 1(b)), where knowledge
from related source datasets is leveraged to improve anomaly
detection on a similar target dataset. Using various techniques
to learn transferable knowledge and capture target-domain
anomaly patterns, recent transfer learning-based GAD methods
can exploit data from related domains to build more powerful
detection models, thereby enhancing generalization and reduc-
ing data dependency [4], [39]. Following the success of large-
scale pre-trained models [52], a recent emerging direction is to
build foundation models (Fig. 1(c)) for GAD, which are capa-
ble of generalizing across diverse anomaly detection scenarios
in graph data. Under this direction, advanced approaches have
achieved GAD at multiple granularities [13] as well as zero-
shot GAD on arbitrary unseen datasets [27].

Despite the growing research trend toward generalization
of GAD, there is still no systematic review and categoriza-
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tion of studies in this field. This highlights the need for a
comprehensive survey to organize existing work and guide
future research. To fill the gap, in this paper, we provide
a comprehensive and systematic survey of generalization in
GAD. Specifically, the contributions of this paper are:
Problem Formulation. We discuss the evolution of gener-
alizability in GAD, highlighting the problem formulations
and the underlying motivations.

Taxonomy. Under the umbrella of two generalized
paradigms, namely transfer learning and foundation models,
we develop a taxonomy to organize existing generalized
GAD approaches into more fine-grained categories.
Timely Review. For each category, we offer a comprehen-
sive review of recent advances, discussing the underlying
motivations and design principles.

Future Directions. We outline several open research direc-
tions to guide future research of this promising topic.

II. PROBLEM FORMULATION AND TAXONOMY

In this section, we introduce the notations and problem

statement in graph anomaly detection (GAD) and provide an
overview of the taxonomy that illustrates increasing levels of
generalizability. We begin with the statement of conventional
GAD, then move to transfer learning approaches that enhance
the generalizability of GAD methods within similar applica-
tion scenarios. Finally, we present GAD foundation models
that support broader generalization across different anomaly
granularities and application domains.
Notation. An attributed graph is denoted as G = (V, &, X),
where V and £ are the node and edge sets respectively. X €
RIVIX? denotes the feature matrix of graph G with feature
dimension d. A dataset D is defined as a single graph, i.e.,
D = G or a homogeneous collection of graphs that share the
same feature dimensionality and semantic space, i.e., D =
{G1,...Gn }. A sample can be defined as the portion of graphs
that is of interest for a specific task. For instance, in node-level
tasks and edge-level tasks, each node and edge in the graphs
serves as a sample, respectively; while in graph-level tasks,
each entire graph is treated as a sample.

A. Conventional Graph Anomaly Detection

GAD can be defined as the task of identifying abnormal or
rare samples in graphs that deviate significantly from expected
structures or attributes [28], [48]. These samples can be nodes,
edges, subgraphs (motifs), or entire graphs.

Definition 1 (Conventional GAD). Given a graph dataset D,
GAD aims to learn an anomaly scoring function f(-) that
assigns a score s = f (o) to each sample o in the dataset. Here
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o can be a node, an edge, a subgraph, or a graphs, depending
on the level of granularity considered. f(-) is expected to
assign lower anomaly scores to normal samples and higher
scores to the anomalous ones. Conventional GAD methods
typically assume that the data for GAD model training and
evaluation belong to the same dataset D.

Limitation. Despite the progress made by the conventional
GAD methods, they are often tightly coupled to a specific
training dataset or domain and exhibit poor generalization to
unseen graph data [53], particularly under distributional or
domain shifts [4], [6]. This insufficiency limits their robustness
and flexibility in real-world scenarios [42]. For example,
anomaly patterns may evolve over time [6], [40], and training
data are often scarce in the early stages of graph application
deployment [7]. Even between the training and testing splits
of a single graph, distribution shift can exist and degrade
the GAD performance [6]. Consequently, researchers have
increasingly focused on enhancing the generalizability of
GAD methods to better satisfy the demands of real-world
applications.

B. Transfer Learning for GAD

To enhance generalizability across domains, researchers
have explored transfer learning for GAD, which utilizes the
knowledge learned from one graph dataset (the source domain)
to enhance anomaly detection on another (the target domain).
This capability is especially beneficial in guarding real-world
graph applications: On one hand, it allows the model to
leverage additional data or annotations from related domains
when the target domain is limited in data; On the other hand,
it improves the robustness of GAD methods to better adapt to
evolving anomaly types.

Definition 2 (Transfer Learning for GAD). The goal of
transfer learning-based GAD models is to learn an anomaly
scoring function f(-) that aims to identify anomalies in a target
dataset D! by utilizing additional data resources from one
or more source datasets D°. To enable effective knowledge
transfer, two key assumptions are typically made: 1) There
exists common knowledge between D! and D?, such as shared
sample semantics and anomaly patterns. 2) The difference
between D! and D? is moderate to allow the reuse or fine-
tuning of GAD models across them. This requires alignment
in feature dimensionality, semantic space, and anomaly types.

Taxonomy. In this paper, we review methods of transfer
learning for GAD following a problem-oriented taxonomy.
Specifically, we identify two key challenges that arise from the
underlying assumptions in transfer learning: 1) how to extract



transferable knowledge across domains, and 2) how to capture
target-specific patterns. Motivated by the first challenges, we
summarize the techniques for learning transferable knowl-
edge in Section 3.1, which includes generalization-centric
training and source-target representation alignment. Then, in
Section 3.2, the GAD approaches for capturing target-specific
patterns are listed, including target-aware pre-training and
test-time fine-tuning.

Limitation. While transfer learning-based methods have
marked a key step toward generalizable GAD, their generaliz-
ability remains restricted due to the strong assumption of mod-
erated domain discrepancy, which limits their applications in
several data-scarce and privacy-sensitive real-world scenarios.
In this case, more flexible models that can identify anomalies
across different scenarios and domains are expected to expand
the generalizability of GAD methods.

C. Foundation Models for GAD

To overcome the above limitations, GAD foundation models
are an advanced solution by learning a one-for-all model for
anomaly detection on various graphs in the wild, enabling
generalization across a wide range of tasks and application
scenarios. Compared to transfer learning, GAD foundation
models offer stronger knowledge transferability and better
scalability, and can even support zero-shot anomaly detection
on previously unseen graphs [31]. Unlike conventional GAD
or transfer learning approaches that are typically tailored to a
specific anomaly pattern or application domain, GAD founda-
tion models are built with inherent multi-task capabilities that
support generalization across different detection settings.

Definition 3 (Foundation Models for GAD). GAD foundation
models are trained on either one dataset D" or a collection of
training datasets 7' = {D{" ... DI}, where D" is from
an arbitrary domain. Ideally, a GAD foundation model is a
scoring function f(-) that is able to predict an anomaly score
for an arbitrary sample o, where o can: 1) belong to any unseen
dataset D¢ € T in the wild that satisfies D! ¢ T*" and even
does not originate from the same domain as any of the training
datasets, and 2) be associated with different granularities, such
as nodes, edges, subgraphs, and entire graphs.

Taxonomy. As an emerging field, current GAD foundational
models tend to focus their research on either cross-granularity
generalization or cross-scenario (i.e., cross-dataset) generaliza-
tion, naturally forming our taxonomy. Specifically, in Section
4.1, we introduce cross-granularity GAD foundation models
that can identify anomalies at multiple levels of graph gran-
ularity. Then, in Section 4.2, we summarize cross-scenario
GAD foundation models that are trained on diverse datasets
and can predict on previously unseen datasets.

Prospects. Owing to their strong cross-granularity and cross-
scenario generalization capability, GAD foundation models are
considered a promising and forward-looking direction. Their
flexibility and generalization potential make them especially
suited to broad real-world applications.
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Fig. 2. Sketch maps of transferable knowledge learning.

III. TRANSFER LEARNING FOR GAD

Transfer learning-based GAD methods aim to leverage the
knowledge from additional graphs in related domains (i.e.,
source data) to build a more powerful detection model on
an application graph (i.e., target data) where data or labels
may be scarce. To achieve positive transfer from source to
target data, it is crucial to extract transferable knowledge from
the source domains while capturing target-specific anomaly
patterns during the learning process. Focusing on addressing
each of these challenges, in this section, we review the
representative GAD studies that aim to learn transferable
knowledge and capture target-specific patterns.

A. Transferable Knowledge Learning

Learning transferable knowledge that generalizes to the
target graph is central to effective transfer learning in GAD.
Based on the availability of target data during training, existing
methods fall into two sub-groups: generalization-centric train-
ing, which focuses on enhancing the versatility of a pre-trained
GAD model without access to target graphs; and source-target
representation alignment, which assumes target graphs are
available to be aligned with the source ones.

1) Generalization-Centric Training: To address the dy-
namic nature of real-world graph applications, several works
focus on improving the generalizability of GAD models during
the pre-training stage, without access to the target graph. The
goal is to equip models with robust and transferable represen-
tations that can generalize to unseen graphs and anomalies as
much as possible before any potential fine-tuning.

A branch of methods enhances the generalization ability
of the feature encoder by incorporating additional modules
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or training constraints. For instance, AdaGraph-T3 [30] im-
proves the graph encoder with a normal structure-preserved
attention weighting module and class-aware regularization,
which suppresses the influence of anomaly on normal fea-
tures. Similarly, NSReg [40] incorporates a normal structure
regularization module to improve the generalizability against
unseen anomaly types. Tailored by guarding graph application
from out-of-distribution data, GOODAT [38] directly adapts a
GNN model that has been well-trained for the application task
and repurposes it for GAD.

Instead of introducing additional modules to the architecture
of graph encoders, another line of work improves general-
izability from a data-centric perspective. By integrating data
augmentation during training, these methods offer a more
lightweight and plug-and-play approach to enhancing model
robustness. AugAN [53] utilizes graph augmentation with
episodic training, where discovered anomaly subgraphs are
merged with augmented normal background subgraphs to en-
hance data diversity. In contrast, HGIF [33] specifically targets
the heterophily shift between training and testing graphs in the
context of graph fraud detection. To tackle this issue, edge-
aware augmentation is applied to generate multiple virtual
training environments with diverse levels of heterophily.

Generalization-centric training makes it possible to enhance
generalizability without access to target graphs during training.
This preserves the data privacy of the target application and
enables the pre-trained model to be deployed across a wide
range of unseen graphs. However, these methods typically
rely on heuristic assumptions about potential distribution shifts
and graph properties, which may not align with the actual
discrepancies encountered at test time. In practice, it is often
feasible to overcome the challenge by obtaining a limited
amount of target graph data, which can provide valuable
insights into the actual target graph information.

2) Source-Target Representation Alignment: This subsec-
tion reviews the GAD methods designed for scenarios where
the target graph is available during training, known as cross-
domain GAD. In such cases, the key challenge lies in extract-
ing transferable knowledge from additional training data, i.e.,
source graphs. To facilitate positive transfer, these methods
typically use a shared encoder to align both the source and
target graphs into the same representation space, followed by
an auxiliary classification loss function to incorporate extra
annotations.

One effective solution is to implicitly align features via
self-supervised learning on both source and target graphs
using a shared encoder. For instance, COMMANDER [4]
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pioneers this approach by training the shared encoder using
a feature reconstruction task on both source and target graphs,
while ARMET [12] extends this methodology to graph-level
anomaly detection by employing a one-class classification
loss during pre-training. Another set of methods explicitly
aligns features across domains. For example, CDFS-GAD [2]
directly aligns overall graph representations across domains
by utilizing an inter-domain graph contrastive learning loss,
while ACT [39] employs anomaly-aware one-class domain
alignment to match the normal class between the two domains,
allowing the model to generalize across diverse anomaly
distributions.

B. Target-Specific Patterns Capturing

Apart from learning transferable knowledge, capturing tar-
get graph-specific patterns is also necessary for successful
transfer learning, especially under limited data and anno-
tations. Based on the availability of target graphs during
pre-training, existing methods can be categorized into two
subtypes: target-aware pre-training that emphasizes learning
target-specific patterns during cross-domain training, and test-
time fine-tuning, which adapts a pre-trained model to the target
domain without access to pre-training data.

1) Target-Aware Pre-Training: Target-aware pre-training
aims to identify target-specific patterns by incorporating ad-
ditional training objectives or modules during cross-domain
training. These methods avoid the excessive alignment [43]
and ensure the model does not overfit to the source domain
but instead prioritizes improving GAD performance on the
target graph.

A significant portion of these methods employs auxiliary
training tasks to address domain shift. For example, COM-
MANDER [4] introduces an auxiliary domain discrimination
task to guide the model in learning target-specific features
within an adversarial training framework. However, it may
overlook semantic differences between anomalies and normal
instances in the target domain, leading to less discrimina-
tive embeddings. To overcome this limitation, ARMET [12]
aligns the centroids of normal graph embeddings across do-
mains while separating those of anomalies. A similar class-
distribution-centric idea is employed in the self-labeling-based
deviation learning of ACT [39], which refines the learned
prior knowledge of anomalies by focusing on nodes with
high prediction confidence in each class, thereby generalizing
the heuristics of their respective class distributions. While the
aforementioned methods incorporate additional constraints to
guide encoder training and improve GAD performance on the



target graph, the limited expressiveness of the shared encoder
can become a bottleneck, motivating researchers to enhance
its capacity.

Inspired by the success of model repurposing techniques in
NLP, recent works have begun to explicitly decouple class-
or domain-specific knowledge to enhance the expressiveness
of the encoder. For example, CDFS-GAD [2] adapts the idea
of prompt learning by assigning a unique trainable prompt
token to each domain. These tokens are used to compute
attentional weights during message aggregation to enhance
features with domain-specific patterns. Meanwhile, GDN [6]
decomposes class-specific knowledge from both feature and
prototype perspectives to mitigate the heterophily shift prob-
lem in GAD. It disentangles node features into anomaly-
relevant and irrelevant components to prevent contamination of
normal embeddings, and iteratively computes class prototypes
to enhance generalization under varying heterophily.

2) Test-Time Fine-Tuning: While the target-aware pre-
training methods address limited annotations in the target
graph, they rely on additional source-domain graphs, which
reduces flexibility and limits applicability when source data
is privacy-sensitive. To overcome these, test-time fine-tuning
is another effective solution that adapts GAD models to the
target graph using unsupervised or few-shot learning to reduce
domain bias and improve GAD performance [18], [49], [50].

As a representative approach, AdaGraph-T3 [30] achieves
representation adaptation by directly fine-tuning the encoder
using a local affinity loss reweighted by the pseudo anomaly
labels. Similarly, MetaGAD [45] also focuses on represen-
tation adaptation but few-shot annotations for training. It
employs a meta learning framework to fine-tune a pre-trained
GAD model by synergistically optimizing the anomaly detec-
tor and the meta learner. In contrast, GOODAT [38] repurposes
the pre-trained GNN classifier without fine-tuning. It proposes
an informative subgraph masking module trained to identify
informative subgraphs using Graph Information Bottleneck-
boosted losses. The anomaly score is estimated based on the
loss, which measures the uncertainty in GNN predictions and
the divergence between the original graph and the extracted
subgraph embeddings.

IV. FOUNDATION MODELS FOR GAD

GAD foundation models aim to learn one-for-all models
to achieve broad generalization. Unlike transfer learning that
requires graphs from the same application scenario with
aligned feature semantics and dimensions, they generalize
across heterogeneous and unaligned patterns in diverse graph
applications [31]. According to their generalization objective,
existing methods in this category can be grouped into two sub-
categories: cross-granularity GAD foundation models, which
detects multiple levels of anomalies with a single framework,
and cross-scenario GAD foundation models, which learns one
GAD model for datasets from various application domains.

A. Cross-Granularity GAD Foundation Models

The cross-granularity GAD foundation models aim to in-
tegrate the detection of anomalies at different granularities,
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i.e., node-level, edge-level, and graph-level anomalies, into a
single framework. Such a multi-task framework allows it to
leverage the underlying correlations across different granu-
larities, resulting in more accurate detection. Based on how
these methods leverage the cross-granularity correlation, we
categorize existing works into two sub-categories: enhancing
GAD performance through shared knowledge (Fig. 4(a)) and
improving interpretability by considering hierarchical rela-
tionships (Fig. 4(b)).

1) Cross-Granularity Knowledge Sharing: Different levels
of graph patterns often carry complementary information.
For example, in a social network, an anomalous edge may
signal a fraudster attempting to connect with others, while
an anomalous community could comprise a cluster of such
fraudulent accounts. Effectively leveraging such complemen-
tary information is the key to enhancing the performance of
cross-granularity detection.

Several works adopt a multi-task architecture, such as graph
autoencoder (GAE), where a shared encoder is paired with
separate detection heads for different granularities. This allows
each head to specialize while preserving a common represen-
tation space across tasks. For example, HO-GAT [8] facilitates
knowledge sharing across granularities through a hybrid-order
attention mechanism that models node-motif interactions,
which is trained with both multi-level reconstruction losses
along with granularity-specific decoders for anomaly scoring.
Similarly, HeagNet [5] also adopts a GAE architecture but is
tailored for detecting node- and edge-level in heterogeneous
graphs. Differently, BOURNE [14] proposed a multi-view
architecture that exploits complementary information across
granularities via contrastive learning across views. It samples
neighborhood subgraphs to build hypergraph views, where
nodes represent edges from the original graph view. Anomaly
scores are then computed by measuring embedding inconsis-
tency between a sample and both its context and subgraph
embedding in the opposite view, where the sample can be a
node or an edge.

Motivated by the recent progress on graph foundational
models, recent works unify the input task format across differ-
ent anomaly granularities, enabling the encoder to handle all
types consistently and improve cross-granularity generaliza-
tion. For example, UniGAD [13] unifies multi-level anomaly
detection by converting node- and edge-level tasks into graph-



s D 2,
TR _E

Reduction
D S
s =)

(a) Graph Feature Space Standardization

Textual
Description

§

(b) Task-Agnostic Anomaly Detector

2y

Train GNN-based

©

LLM-based
Detector

In-context Learning

(¢) Resource-Efficient Adaptation

Fig. 5. Sketch maps of cross-scenario GAD foundation models.

level ones through rooted subtree sampling. The sampler is
optimized via the Rayleigh quotient to ensure that the resulting
subtrees are informative for anomaly detection. Similarly,
UniFORM [35] unifies anomaly detection tasks into the graph
level by constructing a subgraph pool using ego-neighbor
graphs and random walk sampled subgraphs.

2) Anomaly Interpretation across Hierarchical Granulari-
ties: As the famous saying goes, a small leak can sink a
great ship. In the context of GAD, high-level anomalies, such
as graphs or subgraphs, are often inherently composed of low-
level anomalies like nodes or edges. Leveraging this hierarchi-
cal relationship not only facilitates cross-granularity general-
ization but also offers valuable interpretability by explaining
high-level anomalies through their low-level constituent parts.

SIGNET [20] pioneers this field by using the most infor-
mative subgraph to explain graph-level anomalies. It leverages
contrastive learning between graph and hypergraph views to
train a bottleneck subgraph extractor, enabling the simulta-
neous learning of node- and edge-level anomaly patterns.
GRAM [47] introduces a framework that integrates a node-
level GAD model to provide fine-grained explanations for de-
tected anomalous graphs. In contrast, ASD-HC [36] builds up
the maximum anomaly subgraph from node-level anomaly. It
first detects node-level anomaly through a contrastive learning-
based anomaly detector, and then uses these nodes as starting
points for random walks to iteratively sample candidates for
maximum anomaly subgraphs.

B. Cross-Scenario GAD Foundation Models

The cross-scenario GAD foundation models focus on de-
tecting anomalies across different application scenarios with
a single model. These settings are challenging due to the lack
of alignment in feature semantics and dimensions, as well as
varying anomaly patterns. For example, in social networks,
spamming behavior is easy to detect through unusually high
posting rates, whereas financial fraud, such as money laun-
dering, manifests in more subtle and complex patterns. To
achieve effective generalization, GAD methods need to address
three key challenges: unifying graph features across domains,
learning generalizable anomaly detectors, and adapting to
target datasets.

1) Graph Feature Space Standardization: Graph data from
different domains often has diverse feature dimensions and
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semantics, making it challenging to standardize them within
a common input space. Thus, many techniques have been
proposed to standardize graph features across domains.

A common solution is applying dimensionality reduction
algorithms, such as principal components analysis (PCA) or
singular value decomposition (SVD), to unify the dimension-
ality of features across domains. For example, GUDI [10]
selects the top feature dimensions with the highest variance to
retain the most discriminative information for GAD. ARC [21]
and AnomalyGFM [31] further unify feature semantics across
domains by leveraging graph homophily, with ARC computing
feature-level smoothness and AnomalyGFM capturing the
residual signal by subtracting the average neighbor feature.
Inspired by batch normalization, UNPrompt [27] rescales the
transformed features using their mean and variance, calibrating
semantic differences across domains.

With the help of pre-trained language encoders [29], an-
other line of work leverages text as a pivot to unify feature
attributes across graphs. This is especially useful for GAD
applications that naturally involve textual information. For
example, GRACE [24] detects software vulnerabilities using
code property graphs containing meaningful textual descrip-
tions associated with nodes and edges. When textual features
are not available, they can be generated from graph attributes.
For example, Wild-GAD [1] describes node attributes in text
using tabular headers as semantic cues.

2) Task-Agnostic Anomaly Detector: Even with a unified
feature space, anomaly patterns often differ across domains,
making it challenging to model them within a single frame-
work. To address this, generalized anomaly detectors aim
to handle the distribution and pattern shifts across domains.
Therefore, existing approaches aim to learn domain-invariant
representations while capturing generalizable class semantics
that distinguish anomalous from normal patterns.

Task-agnostic detectors often rely on carefully designed
architectures and self-supervised objectives. For example,
GUDI [10] models anomalies as information discarded during
the denoising process of a diffusion-based graph autoencoder,
effectively unifying features from diverse domains. Similarly,
UNPrompt [27] adopts a graph contrastive learning-based
anomaly detector [22] that aligns augmented and original
graph embeddings for unsupervised pre-training. When an-
notations are available, supervised objectives can further en-



hance generalizability. UNPrompt [27] further utilizes train-
able prompts to enhance the discriminability between normal
and anomalous features among diverse domains, which are
optimized by maximizing their similarity with the embeddings
of the corresponding classes. Differently, AnomalyGFM [31]
models generalizable class features using trainable prototypes,
which are optimized to align with the residual features of
annotated nodes. ARC [21] uses few-shot supervision as
prototypes and optimizes with a marginal cosine similarity
loss to encourage discriminative feature representations.

Another potential solution is to leverage the multitask
capabilities of large language models (LLMs), which in-
herently generalize across tasks and domains. For example,
GRACE [24] uses in-context learning for vulnerability de-
tection. It directly integrates code snippets, code property
graphs, and demonstrations into prompts, allowing the LLM
to generate predictions without fine-tuning. Similarly, Anoma-
IyLLM [17] employs text prototype reprogramming to refine
graph vocabulary and enhance alignment between graph and
text modalities.

Last but not least, a few recent works move beyond the
conventional training paradigm. For instance, TFGAD [51],
directly uses the reconstruction error from SVD as the anomaly
score, eliminating any training overhead. AD-Agent [46] takes
a meta approach by using LLMs to generate anomaly detection
programs through multi-agent collaboration, leveraging their
strengths in retrieval and code generation. This method has
demonstrated solid performance on PyGOD [15], a widely
recognized benchmark for GAD.

3) Resource-Efficient Adaptation: Supported by task-
agnostic anomaly detectors, UNPrompt [27] can achieve
promising zero-shot detection performance on unseen graphs.
Moreover, annotating a small amount of data in the target
application can further improve GAD performance. Therefore,
several methods explore training-free adaptation via in-context
learning [17], [21], [24], [31]. Looking forward, it will be
promising to see future research introduce more resource-
efficient fine-tuning strategies into the GAD domain to further
improve generalization.

V. CHALLENGES AND FUTURE DIRECTIONS

Generalization in GAD remains an evolving research fron-
tier. Despite notable progress in both transfer learning and
foundational models, many important challenges are still open
and warrant further investigation in future research.
Theoretical Guarantees. While transfer learning and foun-
dation models have shown empirical success in GAD, the
theoretical understanding of transferability remains limited.
It is still unclear why some auxiliary datasets yield positive
transfer while others degrade performance. Factors such as
domain-relatedness and anomaly semantics are believed to
matter, yet formal definitions and theoretical justifications are
still lacking. So far, only [1] has explored this issue via
heuristic data selection strategies. In this case, future research
is encouraged to develop rigorous theories and principled
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methods for characterizing and improving transferability in
GAD.

Comprehensive Evaluation Protocols. Despite the progress
in improving GAD generalizability, standardized evaluation
protocols remain lacking. This is largely due to the diversity
in task settings and learning paradigms, which makes fair
comparison across methods challenging and often ambiguous.
Advancing the field requires unified protocols that capture
various distribution shifts and generalization scenarios. While
advanced studies [16], [37], [41] have benchmarked node-level
and graph-level GAD, broader efforts are needed to encompass
generalized application scenarios.

Universal GAD Foundation Models. While significant
progress has been made in GAD foundation models, reaching
the goal of “one-for-all” GAD models for all tasks and
scenarios remains a key challenge. This goal can be achieved
from two perspectives. From the model perspective, designing
scalable and extendable architectures that obey scaling laws,
as evidenced in other foundation model domains, represents
a promising avenue to build more universal and capable
GAD models. From the data perspective, training such models
requires access to diverse and high-quality datasets that reflect
a wide range of anomaly patterns in real-world graphs, high-
lighting the importance of comprehensive data collection for
future research.

Human-in-the-Loop (HITL). Current generalized GAD mod-
els may struggle with complex, dynamic real-world data. To
address this, integrating a HITL mechanism can enhance their
robustness by providing real-time feedback through label-
ing and error correction. An early attempt [7] demonstrates
this potential by incorporating human expertise into anomaly
detection by investigating filtered anomalies and identifying
shifts in normality. To build powerful GAD foundation models,
HITL can be further explored and systematically incorporated
in future studies.
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